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curl

7.71.1

CVE-2021
-22898

3.7

This candidate has been
reserved by an organization or
individual that will use it when
announcing a new security
problem. When the candidate
has been publicized, the
details for this candidate will
be provided.

V3.01.12.
32

curl

7.71.1

CVE-2021
-22897

3.7

This candidate has been
reserved by an organization or
individual that will use it when
announcing a new security
problem. When the candidate
has been publicized, the
details for this candidate will
be provided.

V3.01.12.
32

Un
der
Sco
re.js

19.4

CVE-2021
-23358

7.2

The package underscore from
1.13.0-0 and before 1.13.0-2,
from 1.3.2 and before 1.12.1
are vulnerable to Arbitrary
Code Injection via the
template function, particularly
when a variable property is
passed as an argument as it is
not sanitized.

V3.01.12.
29
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SQ
Lite

3.32.3

CVE-2021
-20227

5.5

A flaw was found in SQLite's
SELECT query functionality
(src/select.c). This flaw allows
an attacker who is capable of
running SQL queries locally on
the SQLite database to cause
a denial of service or possible
code execution by triggering a
use-after-free. The highest
threat from this vulnerability is
to system availability.

V3.01.12.
26

lldp

1.0.4

CVE-2020
-27827

7.5

A flaw was found in multiple
versions of OpenvSwitch.
Specially crafted LLDP packets
can cause memory to be lost
when allocating data to
handle specific optional TLVs,
potentially causing a denial of
service. The highest threat
from this vulnerability is to
system availability.

V3.01.12.
26

curl

7.71.1

CVE-2021
-22876

53

curl 7.1.1 to and including
7.75.0 is vulnerable to an
"Exposure of Private Personal
Information to an
Unauthorized Actor" by
leaking credentials in the
HTTP Referer: header. libcurl
does not strip off user
credentials from the URL
when automatically
populating the Referer: HTTP
request header field in
outgoing HTTP requests, and
therefore risks leaking
sensitive data to the server
that is the target of the
second HTTP request.

V3.01.12.
26

Op
enL
DA

2.4.50

CVE-2021
-27212

7.5

In OpenLDAP through 2.4.57
and 2.5.x through 2.5.1alpha,
an assertion failure in slapd
can occur in the
issuerAndThisUpdateCheck
function via a crafted packet,
resulting in a denial of service
(daemon exit) via a short
timestamp. This is related to
schema_init.c and checkTime.

V3.01.12.
23
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PR 2 13 B 4 11 "B IR
jqu 1.12.1 CVE-2020 | 7.5 ** REJECT ** DO NOT USE THIS V3.01.12.
ery- -28488 CANDIDATE NUMBER. 23
ui ConsultIDs: none. Reason: This

candidate was withdrawn by
its CNA. Further investigation
showed that it was not a
security issue. Notes: none.

Op | 2.4.49 CVE-2020 | 4.2 libldap in certain third-party V3.01.12.
enlL -15719 OpenlLDAP packages has a 23

DA certificate-validation flaw

P when the third-party package

is asserting RFC6125 support.
It considers CN even when
there is a non-matching
subjectAltName (SAN). This is
fixed in, for example,
openldap-2.4.46-10.el8 in Red
Hat Enterprise Linux.

Op | 2.4.49 CVE-2020 | 7.5 In filter.c in slapd in Vv3.01.12.
enL -12243 OpenlLDAP before 2.4.50, LDAP | 23
DA search filters with nested
P boolean expressions can result
in denial of service (daemon
crash).
Op | 2.4.49 CVE-2020 | 7.5 A NULL pointer dereference Vv3.01.12.
enlL -25692 was found in OpenLDAP server | 23
DA and was fixed in openldap
P 2.4.55, during a request for

renaming RDNs. An
unauthenticated attacker
could remotely crash the slapd
process by sending a specially
crafted request, causing a
Denial of Service.

Up | 1.12.1 CVE-2020 | 7.5 Portable UPnP SDK (aka Vv3.01.12.
nP -13848 libupnp) 1.12.1 and earlier 23

SD allows remote attackers to

K cause a denial of service

for (crash) via a crafted SSDP

Lin message due to a NULL

ux - pointer dereference in the

libu functions

pnp FindServiceControlURLPath

and FindServiceEventURLPath
in genlib/service_table/
service_table.c.
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Ker | 1.18.2
ber
os

CVE-2020
-28196

7.5

MIT Kerberos 5 (aka krb5)
before 1.17.2 and 1.18.x before
1.18.3 allows unbounded
recursion via an ASN.1-
encoded Kerberos message
because the lib/krb5/asn.1/
asnl_encode.c support for BER
indefinite lengths lacks a
recursion limit.

V3.01.12.
20

curl | 7.69.1

CVE-2020
-8284

3.7

A malicious server can use the
FTP PASV response to trick
curl 7.73.0 and earlier into
connecting back to a given IP
address and port, and this way
potentially make curl extract
information about services
that are otherwise private and
not disclosed, for example
doing port scanning and
service banner extractions.

V3.01.12.
20

curl | 7.69.1

CVE-2020
-8285

7.5

curl 7.21.0 to and including
7.73.0 is vulnerable to
uncontrolled recursion due to
a stack overflow issue in FTP
wildcard match parsing.

V3.01.12.
20

curl | 7.69.1

CVE-2020
-8286

7.5

curl 7.41.0 through 7.73.0 is
vulnerable to an improper

check for certificate revocation

due to insufficient verification
of the OCSP response.

V3.01.12.
20
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